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1	Decision/action requested
Discuss the proposal on LS reply to GSMA about roaming hub support
2	References
[1]	S3-213806 5GJA, “LS to 3GPP SA3 working group on 5GS Roaming Hubbing”
[2]	3GPP TS 33.310 “Network Domain Security (NDS); Authentication Framework (AF)”
[3]	3GPP TS 33.501 “Security architecture and procedures for 5G system”
[4]	3GPP TS 29.573 “5G System; Public Land Mobile Network (PLMN) Interconnection”
3	Rationale
GSMA NG 5GMRR sends a LS to ask 3GPP SA3 to:
1.	Review the presented roaming hub use case and advise GSMA NG 5GMRR as to how this may be securely supported using the existing 3GPP specifications or update the 3GPP specifications to enable this functionality.
2.	Review the presented operator group roaming hub use case and advise GMSA NG 5GMRR as to how this may be securely achieved using the existing 3GPP specifications or update the 3GPP specifications to enable this functionality.
3.	In case an update to 3GPP specifications is required to enable any of the use cases mentioned above in 1 and 2, GSMA NG 5GMRR kindly requests updating 3GPP specifications to enable this functionality in the earliest possible release.
4.	GSMA NG 5GMRR kindly requests that any solution considered by 3GPP is to be as similar as possible to the current 3GPP 5GS roaming solution to allow for speedy and cost-efficient implementation of the specifications.
This paper aims at providing discussion for the understanding of roaming hub and possible 3GPP impact to support 5GS Roaming Hub deployment. Furthermore, it proposes a high-level summary of needed changes to the 3GPP specifications, and proposes clarification questions to GSMA NG 5GMRR.
4	Discussion
· Roaming hub SEPP
Abstract from the LS [1]:
Roaming hubs are acting on behalf of the contracting operators from the commercial and technical point of view and have financial liability for roaming agreements enabled through them.
When roaming hubs are used, the commercial agreements are not directly between the network operators, but between the roaming hub and the home and visited network operator. The roaming hub would have full visibility of any direct roaming agreements.
Furthermore, regulation in some countries may require that the PLMN SEPP be deployed in the PLMN and located in the country where the PLMN operates.
Abstract from TS 29.573:
If the reconstructed HTTP message has a "Authorization" header, then the SEPP shall check whether the service consumer's PLMN ID is present in the Bearer token contained in the Authorization header (see 3GPP TS 29.510 [18], clause 6.3.5.2.4) and if it matches with the "Remote PLMN ID" of the N32-f context. If they do not match, the SEPP shall respond to the sending SEPP with "403 Forbidden" status code with the application specific cause set as "PLMNID_MISMATCH".
If the service consumer's PLMN ID is present in the reconstructed HTTP message, then the receiving SEPP compares this with the sending SEPP's PLMN ID, which is retrieved from N32-f Context.
Observation 1: Roaming hub on behalf of operator’s PLMN. As HPLMN must always be able to identify the source PLMN-ID of all incoming messages received, and the receiving SEPP will do the match with the "Remote PLMN ID" of the N32-f context, roaming hub shall use operator’s PLMN-ID. And existing N32 interface can be reused as much as possible between operator SEPP and roaming hub SEPP.
Observation 2: Roaming hub SEPP is a logical entity, how to implement roaming hub SEPP is up to roaming hub’s implementation and out of scope of 3GPP. Of course, the use of an additional processing entity may negatively impact performance such as latency.
Observation 3: Roaming hub SEPP behaves more like a special SEPP, and it shall be visible as a  network entity, and we shall put security requirements on it to ensure that it correctly route the roaming traffic to the expected target PLMN and the traffic within the roaming hub shall also be protected.
Observation 4: When roaming hub is used, as the commercial agreements are not directly between the network operators, but between the roaming hub and the network operators, the N32 interface is terminated by the roaming hub SEPP in between, and therefore there is no confidentiality and/or integrity end to end protection between source and destination network.

· Operator group roaming hub
[image: ]
Above picture shows the operator group roaming hub deployment use case. The (normal) roaming hub use case can be considered as an alternative use case which does not have Network Operator Group based trust relationship between the roaming participants.
The strong trust relationship for the operator group roaming hub may provide an opportunity to simplify the certificate CA management to have one operator group roaming hub CA as interconnection CA. But for the example PLMN5 which does not belong to Network Operator Group, it may still require a separate interconnect CA to cross-certificate between PLMN-1 and PLMN-5.
Observation 5: There is essentially no technical difference between roaming hub and operator group roaming hub. The grouping is described and depicted as pure organizational aspect of a roaming hub scenario with trust relation impacts.  As such , but trust wise, the strong trust relationship among the Network Operator Group member may provide an opportunity to simplify the certificate and CA management by having one operator group roaming hub CA as a common interconnection CA for all the roaming partners within the Network Operator Group.

· Number of Interconnection CA and N32-c connection
According to TS 33.310, when an interconnect agreement is established between the domains, the Interconnection CA cross-certifies the TLS client/server CAs of the peer operator. The general architecture for authentication of TLS entities is illustrated in below figure.


Figure: Trust validation path in the context of TLS
The interconnection agreement is setup between two participants (with an expiration date), and the Interconnection CA is built on the interconnection agreement. It means that for bilateral roaming model, the number of pair of Interconnection CAs can be as same as the number of interconnection agreement. Note that besides the use of cross certification, one can also use the explicit insertion of trust chains required to validate the certificates issued in another domain.
According to TS 33.501, one N32-c connection can be shared by multiple PLMN-IDs within same PLMN, i.e., PLMN A <–> PLMN B, but cannot be shared by different PLMNs (means different operators). Different PLMNs shall setup different N32-c connection according to current 3GPP specification.
The N32-c connection shall be protected using TLS, i.e., one N32-c connection requires the setup of one TLS connection.
So, assume 4 PLMNs (A, B, C and D) need to setup roaming agreements between each other, i.e., every PLMN needs to be able to roam to the other 3 PLMNs. We may have different number of Interconnection CAs and different number of N32-c connections depends on different N32-c deployment options as illustrated in below example figures.
Example 1: PLMN specific N32-c connection to Roaming Hub
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Example 2: Multiple PLMNs shared N32-c connection to Roaming Hub
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Summary table:
	Roaming model
	Number of Interconnection CAs
	Number of N32-c connections
	Note

	Bilateral roaming
	4*3=12 (NOTE1)
or
4*1=4 (NOTE 2)
	4*3=12
	NOTE 1: Assume interconnection CA in PLMN is one per inter-PLMN pair, due to different interconnection agreement.
NOTE 2: Assume interconnection CA in PLMN is one per PLMN, due to same intercoonection agreement.

	Roaming hub
(use dedicated N32-c connection, as shown in example 1)
	4+4=8 (NOTE 3)
	4*3=12
	NOTE 3: Assume interconnection CA in PLMN is one per PLMN, and there is no common roaming hub level interconnection CA in roaming hub.

	Operator group roaming hub 
(use shared N32-c connection, as shown in example 2)
	4+1=5 (NOTE 4)
or
1 (NOTE 6)
	4 (NOTE 5)
	NOTE 4: Assume interconnection CA in PLMN is one per PLMN. Assume all roaming pacipates are within the Network Operator Group and a common roaming hub CA is agreed to be used.
NOTE 5: Assume 3GPP is udpated to allow multiple PLMNs share one N32-c connection.
NOTE 6: Assuming the PLMNs in the group trust the CA in the raming hub system they can use that CA for their Interconnect CA



Observation 6: When roaming hub is used, one interconnection agreement will be setup between one operator PLMN and one roaming hub which represents many operator PLMNs, then the number of Interconnection CAs in the PLMN can be reduced comparing to bilateral mode (if bilateral interconnection agreement is different per PLMN pair), otherwise same number of Interconnection CAs are needed in the PLMN. 
Observation 7: When roaming hub is used, if all roaming participants have strong trust relationship and agree to have one common roaming hub CA as the interconnection CA, one N32-c connection can be setup between operator PLMN SEPP and roaming hub SEPP for all roaming partners (i.e., multiple PLMN shared one N32-c connection), and the number of N32-c connections can be reduced comparing to bilateral mode, otherwise same number of N32-c connections are needed.

· Number of N32-f connection
According to TS 33.501:
The  N32-f connection between SEPPs is bidirectional and consists of the two SEPP endpoints and possibly up to two IPX providers. The SEPPs are identified by the PLMN ID and additionally a SEPP ID to distinguish between several SEPPs in the same PLMN. 
N32-f connection is a logical HTTP connection, which decouple with TLS connection, i.e., multiple N32-f HTTP connections can reuse same TLS connection to achieve transport layer protection.


When TLS protection is used, the TLS connection can be setup between two SEPPs in the PLMN directly, and the  minimal number of TLS connection for N32-f can be same as number of TLS connection for N32-c. 
When PRINS protection is used, as TLS is setup to IPX, which means the number of TLS connection for N32-f can be small comparing to TLS protection scenario. 
Observation 8: N32-f connection number depends on if IPX is involved.

· Impact when multiple PLMNs share same N32-c connection
	N32 security mechanism
	N32-c connection
	Roaming Hub SEPP
	Impact on the 3GPP

	PRINS
	Share by multiple PLMNs
	Alt 1) work as a relay SEPP, transparently forward the handshake message to the other side, no local policy to apply.
Alt 2) work as a back to back SEPP, do the handshake base on local policy and on behalf of  peer PLMN.
	Alt 1) seems not feasible. If different PLMN requires different cipher suite or protection policy, then it is hard to do the negotiation between multiple participants via one procedure. Even same requirement and use broadcast is also meaningless, as it is not a negotiation procedure anymore. If really want to support the negotiation procedure per target PLMN, then choosing dedicate N32-c connection setup is better.
Alt 2) has similar difficult as Alt 1), so not feasible either.

	
	Dedicate to one pair of PLMNs
	Alt 1) work as a relay SEPP, transparently forward the handshake message to the other side, no local policy to apply.
Alt 2) work as a back to back SEPP, do the handshake base on local policy and on behalf of  peer PLMN.
	Alt 1) has medium impact, need define a new relay role for RH SEPP, and define the new message procedure accordingly.
Alt 2) has minor impact, need clarify RH SEPP will represent the SEPP in peer PLMN, with local policy base on interconnection agreement.

	TLS
	Share by multiple PLMNs
	Work as a TLS proxy, transparently forward NF signalling messages without any reformatting.
	No impact.

	
	Dedicate to one pair of PLMNs
	Work as a TLS proxy, transparently forward NF signalling messages without any reformatting.
	No impact.



Observation 9: N32-c connection shared by multiple PLMNs is only suitable for TLS protection scenario but not suitable for PRINS scenario.

Observation 10: The roaming hub SEPP (RH-SEPP in [1] is logically the Home PLMN SEPP extended into the roaming hub network.  However, since in certain countries the home PLMM SEPP most reside in the country where the PLMN operates. Since connections are used in reciprocal direction, e.g., from PLMN C to PLMN A, the consequence of regrading the RH-SEPP equivalent to the home PLMN SEPP would lead to the requirement that the RH-SEPP has to be in multiple countries at the same time. This observation requires clarification from GSMA.

Conclusion:
Based on the above observations, in general, roaming hub and operator group roaming hub deployment can be supported by reusing existing 3GPP mechanism (SEPP and N32 interface) with some changes adapting to roaming hub scenarios.
There can be two alternatives to support roaming hub with different security mechanisms.
Alt A: Only allow TLS protection on N32-f for roaming hub scenario. Minimize the N32 interface changes.
Alt B: Allow both TLS and PRINS on N32-f for roaming hub scenario. More N32 interface changes are needed. For instance, current policy negotiation is between two PLMN operators only, when roaming hub is used, it represents several operators and therefor the negotiation procedure and data type shall be updated to support multiple PLMN’s policy negotiation.
High level summary about the change to support roaming hub functionality:
TS 33.501:
Roaming hub SEPP shall be visible as a network entity, with some specific security requirements on it, such as it correctly route the roaming traffic to the expected target PLMN and the traffic within the roaming hub shall also be protected.
Request for clarification from GSMA
SA3 kindly requests GSMA to consult with regulators if the RH-SEPP is exempted from any requirement that it needs to be located in the country of where the connection originating PLMN operates.
Request for clarification from GSMA
SA3 kindly requests GSMA to clarify whether to have one TLS connection for all roaming partner’s traffic is required.

5 	Detailed proposal
It is proposed that 
· Propose to update TS 33.501 to make the roaming hub SEPP visible as a network entity and put security requirements on roaming hub SEPP. If this proposal is agreeable to SA3, CRs can be provided at the next meeting.
· LS reply to GSMA to request for clarification from GSMA regarding:
· SA3 kindly requests GSMA to consult with regulators if the RH-SEPP is exempted from any requirement that it needs to be located in the country of where the connection originating PLMN operates.
· SA3 kindly requests GSMA to clarify whether to have one TLS connection for all roaming partners' traffic is required.
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